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Overview

* Linux kernel debugging methods
* Virtualization

* Preparing a guest and the debugging
environment

* Virtualization engines
* Debugging session

* Scripts

* Gotcha's

* Questions?
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Different debugging methods
* Postmortem (crash)

Target System Debugging
System
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Different debugging methods
Using printk...

Target System
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Different debugging methods
* Systemtap, bpftrace

Target System




Different debugging methods SINENOMINE
* kgdb
* kdb Target System
Dg?/:?egilrrl] ° Target System Linux Kernel

kdb
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Different debugging methods
* Virtulizatized system

Virtualized Target System

Debugging
System

Linux Kernel

gdb




Virtualization

Guest System Guest System Guest System
Guest Linux Guest Linux Guest Linux
Kernel Kernel Kernel
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Preparation

* Target system
- Kernel with debugging symbols
- openAFS kernel module with debugging symbols
- Booted with nokaslr
* Debugging system
- Copy of the linux kernel file
- Linux source tree matching the kernel build
- Copy of the openAFS kernel module
- openAFS source tree matching the kernel module build
- Access to vmlinux-gdb.py and its associated files
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Preparation

Debug system

Target System
AFS kernel
Linux Kernel w/symbols ~ module gdb
Booted with nokaslr w/symbols T e
‘e = . N
L N w \_//
. N Linux Kernel - a OpenAFS Kernel
: Module
Linux Source Tree
vmlinux-gdb.py lpRialEe
' Source Tree
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Preparation

* Host system
- Set up gdb stub

- Ensure that the debugging system can access
the TCP/IP port of the gdb stub.
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Preparation Qemu (KVM) SISsocmres -

* Parameter to the gemu module
- gemu -gdb tcp::1234
- Libvirt - virsh edit {domain}
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Preparation VMware
Edit the guest’s .vmx file
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Preparation Xen

gdbsx Command line utility
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Starting the debugging session

* On the host system, start the guest system with appropriate
configurations set.

* On the debugging system

- start gdb pointing to the linux kernel

— connect to the remote gdb stub
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Fedora36 target
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Fedora36 debugging system

* Install the debuginfo that matches the kernel for the target system

* |nstall the source tree that matches the kernel for the target system
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Fedora36 debugging system

* Build vmlinux-gdb
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Fedora36 debugging system

* Ensure the openaAFS source tree matches the source tree
used to build the kernel module on the target system
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Fedora36 debugging system
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Fedora36 debugging system




SINE NOMINE
ASSOCIATES

Fedora36 debugging system
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Fedora36 debugging system

Using a gdb script
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* Part of the Linux source tree, located in
{linux_src}/scripts/gdb

* Python extension to gdb

* May need to be configured and built (depending on
the Linux distro)

* Provides new commands and functions that can be
used within gdb

* Help available via gdb help command

* {linux_src}/Documentation/dev-tools/gdb-kernel-
debugging.rst
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vmlinux-gdb commands SSsocmes
* Lx-clk-summary * [x-iomem

* |x-cpus * |x-Ismod

* Ix-device-list-tree * [x-symbols

* IXx-genpd-summary * Ix-configdump

* |x-list-check . . .

. Ixips x-device-list-class
* |[x-version ) x—fdtdump
 Ix-cmdline * Ix-loports

e |x-device-list-bus * IX-mounts

° |X_dmesg ¢ X'timerIiSt
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vmlinux-gdb functions Sssocmes -
* container_of * Ix_rb last

* Ix_clk _core_lookup * Ix_rb_next

* Ix_current func * Ix_rb prev

* Ix_device find by bus name * Ix_task by pid func

* Ix_device find by class name * Ix_thread info_by pid func

* Ix_module * Ix_thread_ info func

* Ix_rb first °* per_cpu

gy~
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Example scripts
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Example scripts

$container of($next, "struct vcache", "virug")




(gdb) showvcaches

myvstat
myvstat
myvstat
myvstat
myvstat
myvstat
myvstat
myvstat
myvstat
myvstat
myvstat

(gdb)

: 0 cell:
: 0 cell:
: 0 cell:
: 0 cell:
: 0 cell:
: 0 cell:
: 0 cell:
: 0 cell:
: 0 cell:
: 0 cell:
: 0 cell:

2 vol :
2 vol :
2 vol :
2 vol :
2 vol :
2 vol :
2 vol :
2 vol :
2 vol :
2 vol :
2 vol :

536880536 vnode :
536880536 vnode :
536880536 vnode :
536880536 vnode :
536880536 vnode :
536880536 vnode :
536880536 vnode :
536880536 vnode :
536880536 vnode :
536880536 vnode :
536880536 vnode :
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3 states : 00000405
395 states : 00000405
375 states : 00000405
283 states : 00000405
337 states : 00000405
299 states : 00000405
53 states : 00000405
275 states : 00000405
253 states : 00000405

13528 states : 00000405

/3 states : 00000405
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* Running a kernel with kalsr, gdb will not be able to match symbol
locations with the running kernel.

* Source trees for Linux and OpenAFS must match the linux kernel and
the openafs kernel module respectively.

* Absolute symlinks are used in the openafs build process when building
the kernel module. The source tree needs to be in the same absolute
location to avoid broken symlinks.

* Possible Kernel watchdog timeouts in the guest if sitting at a (gdb)
prompt for too long (depending on the kernel configuration).

* The virtualization engine may not support all of the remote debugging
facilities (e.g. xen’s gdbsx doesn’t support hardware watchpoints).

* Debugging multiple CPU guest may not be supported by some
virtualization engines.
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Questions?




	Using virtualization to debug the OpenAFS Linux kernel module
	Overview
	Different debugging methods
	Different debugging methods (2)
	Different debugging methods (3)
	Different debugging methods (4)
	Different debugging methods (5)
	Virtualization
	Preparation
	Preparation (3)
	Qemu (KVM)
	Slide 12
	VMware
	Xen
	Starting the debugging session
	Fedora36 target
	Fedora36 debugging system
	Slide 18
	Slide 19
	Fedora36 debugging system (2)
	Fedora36 debugging system (3)
	Fedora36 debugging system (4)
	Fedora36 debugging system (5)
	vmlinux-gdb
	vmlinux-gdb commands
	vmlinux-gdb functions
	Example script
	Example script (2)
	Example script (3)
	Gotcha’s
	Questions?

