You’'re just working...

Minding your own business, and...

(;BYourFile System




“Well, crap, right?

Mac OS5 X Server 10.6 {experimental)

G @ I

Suspend Take Snapshot Rollback S5ettings Unity Full 5creen

You need to restart your computer. Hold down the Power
button until it turns off, then press the Power button again.

Redémarrez |'ordinateur. Enfoncez le bouton de démarrage
jusqu’a I'extinction, puis appuyez dessus une nouvelle fois.

Debe reiniciar el ordenador. Mantenga pulsado el boton de

arranque hasta que se apague y luego vuelva a pulsarlo.

Sie miissen den Computer neu starten. Halten Sie den
Ein-/Ausschalter gedriickt bis das Gerat ausgeschaltet ist
und driicken Sie ihn dann erneut.

AvEz—90BESFHETT, BRANSETND M E
LB THS, DI —ENT—RIERLET,
custom:002A8AC2 00:0C:29:02:70:E9 172.16.244.128

aiting for remote debugger connection.

To direct input to this virtual machine, click inside the window or press %2-G ® PO e 4
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We can fix it...

... If you'll help.
Install the debug package.



e

.M O __ OpenAFS

= P4 3 items, Zero KB available

OpenAFS-debug-

axtensionoka Click icon to install ‘

OpenAFS.pkg

-

CMND

Uninstall.command




000 w Install OpenAFS debug extension

Welcome to the OpenAFS debug extension Installer

& Introduction

& License You will be guided through the steps necessary to

install this software.
& Destination Select

@ Installation Type
@ Installation

® Summary

[afs

f: Go Back :‘ I: Continue j
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And decode the panic

Panic logs are kept:

* 10.4: /Library/Logs/panic.log
e 10.5: /Library/Logs/PanicReporter/YYYY-MM-DD-HHMMSS.panic

e 10.6: /Library/Logs/DiagnosticReports/Kernel_YYYY-MM-DD-
HHMMSS.panic

And we install a panic decoder
o /Library/OpenAFS/Tools/tools/decode-panic



Show Log List
Mon May 24 15:23:27 2818

Mowe to Trash

Kernel_2010-05-24-152327_scully.panic

& ij I_.;.;
) \ €

Clear Display Insert Marker Reload

panic{cpu 1 caller Bx2o8ac2): Kernel trop ot Bx7?1bd7225, type 14=page foult, registers:
CRE: Bx5P810633, CR2: BxBPBEEE18, CRI: Bxb9232088, CR4: AxBOEEAR0HE
Edx: Bx0EEEEEEER, EBX: BxB34fedd4, ECx: BxYlcEbebd, EDx: BxBEEEEEEE
CRz2: BxBe8apa18, EBP: 8xboeciaz4, ESI: BxBEEEEEE1, EDI: B8xBE88E06E

EFL: BxBBAA1A24a, EIP: BxVlbd7zzh, C3:

Error code: BxBEREAREA

Backtrace (CPU 1%, Frame

AxBABBEEAS, DS: AxEAREAE1A

: Return Address {4 potential args on stock’

AxBEec3VTE @ BxZlb449 {EKEEE4EE FxBEec3Blc Bx223505 Ax8)

HxBEec3fdsd @ BxZafoc? (BxE98475 Bx71bd7225 Bxe BxEIEG42Y

FxBEecIIZE @ AxZ9:9a3 (BxB6ec34l Bx230c6252 BxhEec3ozd Bx7lhd72zR))
FxBEec338 @ AxT1bd722E (Axe BxBAecHA4d BxZ20010 Ax38fA16%
BxBoec3nzd @ BxT1bdI475 (AxB4feddd Bx8371e58 BxBoeciabd Bx2)
BxBEec3a?d @ BxTlcdafdb (AxBEec3bZc Axl BxA Bx581b

FxBEec3bBE @ AxTlcdbl9a (AxbdfEAA4 Exl BxH AxEoec3bid )

BxBoecobid @ BxTlc4121f (AxB Bx2a Bx56ec3c3f Bx5oecibed)

BxBEecIchc @ AxT1c4Ab9s (AxP Bx3A185620 BxBoecicdd Bxl)

FxBEecical @ Ax7lbd3cib (AxB BxA Bx5A185620 AxES5ded )

FxBEec3dbl @ Bx7lc3tbod (Bx5e94540 BxBoecledd BxBoec3ddB BxEE7EGF 2 )
FxBEec3dEs @ Bx3A7904 (Ex13ARAA00 BxcA334302 BxBoeciedd Bx3)
BxBEec3dcd @ Ax2fod7c (BxBAec3ded Bx3 AxBEec3elS AxE7ch9d)
BxBoec3eld @ Bx2ef?f4 (Bx83050c4 BxcA304382 BxEEecledd Bx3)
BxBEec3e?d @ Ax4651f7 (Bx3eb9ldA PBxcA3Z545AZ BxbEec3edd BxEEec3TEA)
FxBEec3edd @ Ax493dA7 (FxSeb9ldA BxcA354582 BxREeciedd BxEAeci3fRA)
FxBEec3f78 @ Bxdechbbd (Bx5e94540 Bx15b35455 Bx8101844 Bx1)
FxBEec3fcd @ Bx29743d (Bx13b353454 Bx8 Ax1A BxbBEZ034)

Kernel Extensions in bocktrace {with dependencies):
org.openafs.filesystens .af {15,741 1807 1badB88 -8 1celf £

B3D processz name corresponding to current thread: fz

Mac 05 wersion:

180573

Fernel wersion:

Filter

Darwin Kernel Yerszion 18.3.8: Fri Feb 26 11:55:89 P3T 2818; root:ixnu-1584.3.12~1/RELEASE_IZE6
Swztem model name: MacBookPro4,1l (Moc-F42C39C5%

Svztem uptime in nanoseconds: Z219828716884574
unloaded kexts:
com.apple.iokit . I0USEMaozsStoragelC lass

loaded kextz:

nnnnnn Fm Fi | md e, F e

Size: 6 KB

2.6.1 {addr BxBcelcARB, size Bx45056% - lost unlooded 15211616181327

A_C_"Aed Lot | mmdeAd A C@sINCOm0ARE A
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x| xterm

[mobile-110-99:0pendF5/Toalsftools] root# | Adecode-panic -i ALibraryslLogs/Diagno
sticReportes/Rernel _2010-05-24-152227 _scul ly,panic —o Jtmpdout
fLibrarydOpenAF 5/ Tool s root  client/usrfviced/etedatfs, kext appears to be loadable
(not including linkage for on—diszk libraries),
[mobile-110-99:0pendFS5/Tools tools] root# cat Atmpdout

Fanic Date: Mon May 24 1h:2a:27 2010

kFernel Verzion: Darwin Kernel Yersion 10,3,0% Fri Feb 26 11:03:09 PST 2010:% roo
tronu-1504, 3,121 ARELEASE _[386

OpendFS Version: org,openafs,filesystems,afsi1,5,74F1)

add szymbol table from file "Atmps/afzdebugPehzipdorg,openafs,filesystems,afs,sym”
Y Dw21bd4d49 <panic+ddbli: mow QeeB011d0, Zeax

DwZadacy <kernel_trap+15a0%: Jmp (wZadade <kernel_trap+lbha:
Dx29e9a8 <lo_alltraps+7lds: g, sedi, desp

0x71bd7225 <afs_GetCapabilities+97:: Moy 0100 Zeax)  Heax

D 1bd3478 <afz_GetSerwver+17 360 andb  #0xfd,0x71lchakdd
Ox7lcdafdh <afz_setsprefs+3033: mow feax,—0x24(Zebp)

0x71lcdbl9a <PSetSPrefs33+162: mowl  $0x0,-0x18(Zebp)

Dflocdl?1f <afz_HandleFioctl+1373: aty Heax, —Uxac! febp)

Qe f1odbSh <afz_syszcallbd_pioctl+bh2ls:  mow Aeax, —Ux200 ebp )
0x71bd9c8b <af=3_syscal l+739::  mow feax,~0x38( Zebp )

0x71lc3Bbad <afs_cdev_ioctl+1495>: e, feax,—0xcl ¥ebp)
QA07A0d <spec_ioct]+1b7:: Jmp Qe A07330 <spec_ioct]+2001%
Ow2fadsc <WNOP_IOCTL+Z00: Mo Aeax , seb

Dxefifd <uttB_encodelen+lBhE:: maow Aeax  Aedi

DxdbB1fY <fo_ioctl+B3x: mow Aeay, iesi

(g F3d0Y Cioctl+1305%:  mow Aea . Aeb

Dxdecbbd <unix_syscal 1B4+E17:  mow AEa , Aesl

Qx3F43d <lobd_unix_scall+77x:  mow Aedi , Besp
[mobile-110-99:0penAFS /Tools toolz] root# (] 4
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At this point...

We can fix this.
But let’s reproduce and track it live.
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So let’s turn off the GUI panic

sudo nvram boot-args="debug=0x144"

No panic screen, wait for debugger,



We need the kernel debug kit

000

_ KernelDebugKit

K

65 itermns, 36.7 MEB available

AppleUSBAudio.kext

IOATABlockStorage. kext

[OAudioFamily.kext

IOCD5StorageFamily. kext

AppleUSBAudio. kext.dSYM

IOATABlockStorage. kext.d
SYM

[CAudioFamily. kext.dSYM

I0CD5torageFamily. kext.d

CWhA

createsymbolfiles

IQATAPIProtocolTransport.

kext

|OBDStorageFamily.kext

IODVDStorageFamily.kext

DEBUGC_Kernel

IOATAPIProtocolTransport.

kext.dSYM

|OBDStorageFamily.kext.d
SYM

I0DVDStorageFamily.kext.

ATWRY

Wl 4oe



_
And without the GUI panic screen

Mac 0S X Server 10.6 (experimental)

@ i1

Settings Unity

Kernel trap at Ox2abfh223,
OxZac7alld, EDX: Ox000000OO

OxDEEHO0O0T, EDI: OxB0000000 .

Ox0O00000DE, DS: ﬂxﬂﬂﬂﬂﬂﬂ1ﬂ *
6.3_ 1l]d5?:' dmg

@

Suspend Take Snapshot Rollback
Starting AFS cache scan. .
t. registers:

RO: Bx80010033, CRZ:
AX: BxO0DDOEOO0D, EBX:
RZ: OxbODOUOT1O, EBP:
FL: BxDO0D10Z246, EIP:

rror code : ﬂxﬂﬂﬂﬂﬂﬂﬂﬂ

e — g ——

Full Screen
.panici{cpu O caller OxZ2aBac?}: type 14=page faul
Ox0OBEEO10, CR3: Ox1b919008, CR4: OxBOBODGEH
Ox07949104, ECX:
Ox21843a24, ESI:

OxZabfb223, C5:

Debugger called:

Backtrace {CPU o),
[Ix218437f8
[x21843848
[x21843928

<panic> . -

Frame : Return Hddress {4 potential args on stack
: Dx21b449 {(Ux3ced20 0x2184382c Ox2238ad 0Ox0)
: Bx2aBac? (0x590478 0xZabfbh2295 Oxe 0x590642) RIS RIS
: OxZ29e9a8 (Ux21843940 O0x21843988 0x21843a24 OxZahfh2Z23)

Macintosh HD

[x21843938
[x21843a24
[x21843a 74
[x21843h508
[x21843h84
[x21843c5c
[x21843cab
[x21843d50
[x21843cd88
[x21843dcB
[x21843e18
[x21843e 78
[x21843e58
[x 218431 78
[x21843f cB

: Ox2abfbh223
: OxZ2abfd478
: OxZ2acbefdhb
: Ox2acef19a
: Ox2ack221f
: OxZ2act4h95
: Ox2abfdcBb
: Ox2achabad
: Ox307904
: Ix2fadfc
: OxZ2ef7F4
: Ox4681F7
: Ox493da7
: Ox4echbh9
: Ox29743d

(bxe Ox21840048 Ox220010 Ox2340010)
(Ox7949104 Ox3fedeed Ox21843ab4 Ox2)
{Ux21843bZ2c Ox1 OxB Bx3681b)

(x3cfcbi4 Ox1 OxO Ox21843b84)

(BxB BxZa Ox21843c30 Ox21843bel)

(OxB OxB018562a Ox21843cB4 Ox1)

{UxB OxD O0x8018562a Ox58ded)

(x3FI6aadt) 0x21843edl Ox21843dB0 Bx63 706121 )

(Ux12000000 Bxch384302 Ox21843edd Bx3)
{Ux21843de8 0x3 0x21843e18 Bx37ch9d)

(Ox4f bbb Oxcb3g4302 Ox21843edd Ox3)
(Ux4b60f30 Oxch384302 Ox21843edd Bx21843F50)
{(Ox4b60f30 OxcO384302 O0x21843edd ODx21843F50)
{Ux396aadld 0x637d328 Oxb473aet Ox1)
(Ox63FFdD24 Ox0 Ox10 Ox379c184)

Kernel Extenzions in backtrace (with dependencies):

G50 process name corresponding to current thread:

@R& HOPR L IF . -ma

ac 05 vEFSLun

10D573 {!

org.openafs.filesystens.afs(1.3.74f1)@0x2abd1000->0x2acB5f ff

fs

ac p;'}q Server Next
Steps.pdf

fseventer

a“

SLogger-2.1.dmg

Maiti ing for I"EII'IDtE debug ger connection. ESS3H4EIEK Desktop Ref‘er‘ence Pl_atf‘ul‘ n}2~1/RELERSE _ EEE"-'

Tao direct input to this virtual machine, click inside the window ...

PO=%t QH M@
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Attach with a debugger
olele %| xterm
[mobile—110-99:" kdebug] root# kextutil -a org,openafs,filesystems, afsB0x2acdB00

0 afs, kext

Mo kernel file specified: using running kernel for linking,

afz,kext appears to be loadable (including linkage for on—dizk libraries),
[mobile-110-99:" kdebug] root# gdb -z i385 mach_kernel

GNU gdb £,3,50-20080315 (fpple version gdb-1346) (Fri Sep 18 20:40:51 UTC 2009)
Copyright 2004 Free Software Foundation, Inc.,

LIE iz free software, cowvered by the GMU General Public License, and you are
welcome to change it anddor distribute copies of it wnder certain conditions,
Type "szhow copying” to see the conditions,

There iz abzolutely no warranty for GOBE, Type "show warranty” for details,

Thiz GIB was configured as "xBE_B4-apple-darwin®, ..

(gdb) add-kext afs. kext

add symbol table from file "org,openafs.filesystems,afs,sym"? (y or n) y
Feading symbols from SUzerssshadowsbkdebugsorg,openafs, filesystems, afz,sym, . Bead
ing symbols from CLibrarysOpenAFSSDebugsat s, kext , d5YMContents/Fesources IWARF /1
ibafs,nonf=, 0, . . done,

done,

(gdh) target remote-kdp

(gdb) attach 172,1E,244,128

Connected,

(gdb) []
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‘Bogu

i

S server pointer?

P Ay

| Xterm

(gdb) target remote-kdp

(gdb) attach 172,16,244,128

Connected,

(gdb) where

#) Debugger (meszage=0xbeed2( "panic") at ASourcelachesxnudxnu-1504, 3,12/ 0zFmk.
i286/AT38E mode] _dep, c1asm0

#1 0:0021b449 in panic (str=0x530478 "Kernel trap at 0xE08x, type #d=¥s, regist
eraisnCRO: Oxdl8x, CEZ: OwE0Bx, CE3: OxE0Bx, CR4: OxE08xnEAX: Owxildx, EBX: OxE0
O, ECH: Owd0Bx, EDM: OuAO8xnCREZ: Owildx, EBP: OwE08x, ESI: OwiE0bx, EDID: OuaO8x
“hE", .. ) at ASourceCachedwnudxnu-1504, 2,12 asfmk Akern/debug, o2 303

#2  0x00238ac? in panic_trap [inlined] () at 2994

#2 0x00238ac? in kernel_trap (state=0x21fFB940) at ASourceCachesxnudxnu-1504,3,
12/ osfmks 1386/ trap, o943

#4  0x0029e9z8 in trap_from_kernel [ at cpu_data.h:354

#0  0x2acff225 in afz_GetCapabilities (ts=Oxe) at AlUsers/shadow/Sourcedopenafs—z
table-1_4_x/srcdafzsafz_server,cil1B39

#5  0x23d01478 in afs_GetServer (azerverp=0x21ffbb2c, nzervers=1l, acell=0, apart
=22505, locktype=2, uuidp=0x0, addr_uniquifier=0) at Alzersz/shadow/Sourcesopenaf
z—ztable-1_4_x/srciafszdatz_server,ci1931

#7 0x2ad72fdb in afs_setsprefs (sp=0x43a6004, num=1l, vlonly=0) at AlUsers/shadow
fhourcesopenafz—stable-1_4_x/srcdatsdafs_pioctl, o922

#9  0x2ad7319 in PSetSPrefs33 (awc=0x0, afun=42, areq=0x21ffbc30, ain=0x21ffbbe
0, aout=0x21FfbbdS, acred=0x21ffbcch) at AlUsersdshadow/Sourcedopenafs-stable-1_4
_xssrodatsdats_pioct], cid00b e



_ o
ts->cell bogus = we lose

e o e

N Xterm
afs_GetCapabilities( zerver =)
1
Capabilities = 40, MULL}:
yreduest ;
afz_conn *to:
unixzuser ¥l

afz_int37 *
[ Itz )

| !aFE_;Si_EPEdP )

+
-

({code = afs_InitReqittreq, afs_osi_credp)))

[l tu = aFS_GétUSEPEtPeq+uid, te—rcell->cellMum, SHARED_LOCE):
{ ltu )

+

to = aFS_E;ﬂﬂEHSH{tS‘}addP; tz-rcell-fsport, ts—rcell-icellNum, tu, 0, 1,

[ ltc )

SHARED_LOCK 3




Push a change to gerrit

a6 Change 10926034c: getcapabilities avoid panic when cell is not filled | gerrit.openafs Code Review

=

@' @ @ H Q;_i'http: [ /gerrit.openafs.org/#change, 2016 ﬂ? T) Q;k’r aa 4178 U.j

Maost Visited = Add to Wish List Twitter / Home blog.iphone-deviorg Getting Started  Latest Headlines & GitDewvelopers < AFS...

H * (] Recently Bookmarked = The Pittsburgh Pres...  Bug 205241 - Snow ...  The Pittsburgh Pres...  Pittsburgh Post-Gaz... The Gazette Times -

The Pittsburgh Pres. .. »

Google  aa 4178 v Msearch v ¢ @ o gpr (v @B Share + €% Bookmarks * & Transiate + | Autofill + 4 [4]

k:t ) - P - i r:= e S = 1O

ik i ik

<Y+ @ shadow -+

5 cran... © [S]H=

All | My | Admin | Documentation | Derrick Brashear <shadow@dementia.org> | Setings | Sign Out ||
Changes Drafts Starred Changes _ Change #, 53HA-1, owneremail or reviewer:email . Search
Change 10926034c: getcapabilities avoid panic when cell is not filled
m_jd- 0S2E034e 1 dSeBcRa0 e T cad8 de heefeldele  getcapabilities avoid panic when cell is not filled
Owner Derrick Brashear for a new server, getcapabilities is not safe, as cell may rmot be Filled.
Project openafs Change-Td: 10926034c1d9edc8c0Be7cad9idelbcefIcodedcf
Branch master
Uploaded WMay 24, 2010 4:17 PM
Updated May 24, 2010 4:50 PM
Slatus Review in Progress
Permalink
Reviewer Venfied Code Review
Russ Allbery +1 Looks good to me, but someone else must approve
Simon Wilkinson +1 Looks good to me, but someone else must approve
Marc Dionne +1 Looks good to me, but someone else must approve
* Need Verified +1 (Verified)
* Need Code Review +2 (Looks good to me, approved) -
MName or Email | Add Reviewer
P Dependencies
¥ Paich Set 1 462dabci6Bacfd11280/6bchfaeSbdbed3 16d1e6  (gitweb)
Author Derrick Brashear <shadow@dementia.org> May 24, 2010 4:12 PM
Committer Derrick Brashear <shadow@dementia.org> May 24, 2010 4:12 PM
pull | cherry-pick | patch | Anonymous Git | Anonymous HTTP | SSH | HTTP |
Download git fetch git://git.openats.org/openafs refs/changes/16/2016/1 && git cherry-pick FETCH_HEAD il
e
Review ‘ Abandon Change ‘ :
LE @SB .

Done



And here it is.

00 Change 10926034c: afs_server.c | gerrit.openafs Code Review

@* @ @ @ E Q;-:-,(http'.,",I'gerrit.openafs.nrg,.l'#patch,unlﬁed,zulﬁ.1,5rc}afsfaf5_5erver.r.

wv) (*: 178

Most Visited = Add to Wish List  Twitter / Home blog.iphone-deviorg Getting Started Latest Headlines &  GitDevelopers < AFS. ..

ﬂ * (] Recently Bookmarked = The Pittsburgh Pres...  Bug 205241 - Snow ... The Pittsburgh Pres. .. Pittshurgh Post-Gaz... The Gazette Times —

The Pittsburgh Pres.

Google ' aa 4178 v Msearch -+ ¢ &2 @ qer (-

) 1A & i

e

All | My | Admin | Documentation |

3 share + ¢ Bookmarks + |&a Translate + | Autofill » 4 [ aa »

Changes Drafts Starred Changes Change #, 5SHA=1, ownerzemail or reviewer:email

Change 10926034c: src/afs/afs_server.c

€Y+ @ shadow -

Derrick Brashear Sign Out

Search

» Patch History
lgnore Whitespace: | None '+ | [ Syntax Coloring (¥ Whitespace Errors W Raviewed
# Intraline Difference (¥ Show Tabs
Tab Width:| 8 Columns: | 100 0 Full File “
TUp to change
diff --git afsrcfafsfafs_server.c bfsrcfafs/fafs_server.c
index 6b4alZc..ellf546 100644
-== afsrcfafsfafs_server.c
+++ bfsrcfafsfafs_server.c
2@ -1082,21 +1682,21 28
b 1682| 1682 * failure. Servers are not expected to support this RPC. %/
1683 1683 void
1684 | 1684 afs_gGercapabilities{struct server *ts)
1685| 1685 {
1686 1686 Capabilities caps = {0, NULL};
1687 | 1687 SLFUCT ViFequest treq;
1668 1688 struct afs_conn *tc;
1689 1689 struct unixuser *tu;
1690 1690 afs_int32 code;
1691 1691
1692 - if ( lts )
1692 + if ( lts |1 Fes==cell )
1693 1693 » return;
1694 1694 if ( lafs_osi_credp )
1695 1695 = return;
1696 1696
1687 1697 if ((code = afs_InitrReq(&treq, afs_osi_credp)))
16988 1698 = rEtUrn;
1699 1699 tu = afs_GetUser(treq.uid, ts-»cell->cellNum, SHARED_LOCK);
1700| 1700 if ( lew)
1701 1701 = return;
1702 1702 tc = afs_ConnBysa(ts-»addr, ts-»cell->fsport, ts->cell->cellNum, tu, O, 1,

TUp to change

Press '?" to view keyboard shortcuts
Fowered by Gemrit Code Review (2.1.2) | Report Bug
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What we have

decode-panic can operate in batch mode

» Uses hdutil to extract Kernel Debug Kits and
OpenAFS install bundles to find needed objects

e Give it directories with multiple versions of these and
let it fly.



What’s missing

Automated submission

e Still looking for some help with a submission agent
and configuration.

e You would have to opt in. I'm not going to steal your
information.
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Still, you can help

When your machine crashes,
e Provide a panic log
* Or better yet, decode your panic and provide that.



Contact Info

* Derrick Brashear
* Your File System Inc.

® +1 212 769-9018

(;SYourFile System
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