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Identity Providers
Network Identity Manager 1.x  Network Identity Manager 2.x
e Limited to one identity e Allows multiple identity
provider providers

Only Kerberos 5 identities Kerberos 5

Other credential types KeyStore

cannot be used to define Generic X.509

an identity

Plug-ins needed

workarounds/hacks
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KeyStore Identity Provider

e Problems

Users have to keep track
of passwords for multiple
identities.

User have to initialize
each identity separately.

e Allows the acquisition of
credentials for multiple
identities from one local
authentication
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Obtain new credentials

Bx|

My Keystore

Identity name
¥ iasanka @ATHENA, MIT.EDU |

Type
Kerberos Principal
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Initial Credentials

e Problem:

Users have to enter
username, realm
and password
separately

e Known identities are
selected from a list
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Obtain new credentials

* asanka@WINDOWS_SECURE-ENDPOINTS.COM

[IMake this the default identity [ ] Save password in My Keystore
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Initial Credentials

Obtain new credentials

.$~ asanka@ATHENAMIT_EDU

Choose an identity ...

-IH ( New identity _._ )
W) Click here to specfy an identity that is not listed.

.¢ asanka@WINDOW S_SECURE-ENDPOINTS.COM

My Keystore

e Problem:

Too complicated to configure a

new identity

Each credential type must
be configured individually

e New Identity
Configuration Wizard

Walks the user through
options for each
configuration page for a
new identity
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Obtain new credentials

BX

Kerberos 5

Kerberos v5 Principal Selection

| ATHENA.MIT EDU

Obtain new credentials

_.* asanka@WINDOWS SECURE-ENDPOINTS . COM

Identity |Kerberosvs | AFS | KCA Certficate

Passwor d for asanka@WINDOWS. . SECURE-ENDPOINTS.COM

din My Keystor
Savi assword in thi allo U to obtai d ls for multiple ident
thi le key store. be asked to enter d for the keystore,
[IMake this the default identi ity
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Initial Credentials

Not enough
feedback on lengthy
operations IR
. I asanka@ATHENA MIT EDU .
e Progress reporting L — -
per subtask R }
J | Obtaining initial Kib5 credent ials
J ot KCA Cert
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Credentials Display

e Can associate an
icon with an identity

Recognizable
e Interactive widgets
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Metwork Identity Manager
Py ty Manag

File Credential View Options Help

e o ialtman@FNAL.GOV

W

OR-DA-@&

= '+ My Keystore
3 Valid for 33 seconds

‘:III ¢ jaltman@ATHENA.MIT.EDU
=

7 Walid for 9 hours 55 minutes

77 jaltman@GRAND.CENTRAL.ORG
@ Valid for 9 hours 55 minutes
|

7' jaltman@YOUR-FILE-5YSTEM.COM

== [0 valid for 9 hours 55 minutes
i
77 jea@stanford.edu
@ walid for 9 hours 55 minutes
]

~ 5 tequila@ANDREW.CMU.EDU

42
' trng07@UNCC.EDU

@

Kerberos Principal

KeyStore

Kerberos Principal
Kerberos Principal
Kerberas Principal

Kerberos Principal

Kerberos Frincipal

Kerberos Prijipal
A

i




Demo
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