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STEP 1: ACTIVE DIRECTORY

* Become an admin in your Active
Directory domain.

e Manage users.
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MAKE USERS

g Elere, [ created myself.
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AND SERVICES

e Now, create AFS.

* You will be remapping to a principal
later, so don’t worry about the name you
use here.
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BIND AND EXPORT

e Bind a Kerberos principal name
e Export a keytab

e ktpass is in the Support Tools directory
on your Windows 2003 media.
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TRY IT

e Make sure your new realm is in
krb5.conf on client(s).

e kinit as a client and see what happens.



SRANS] % Xterm

default_domain = xp,win,cmu,edu

F

ADLCHULEDU = {
kdc = nt-ad?,ad, cmu, edu
kdo = nt-ad3,ad, cmu, edu
adnin_server = nt-ad?,ad,cmu, edu
default_domain = ad,cmu,edu

F

ANDREW,AD,CHULEDU = §
kdc = andrew-adl, andrew, ad, cnu, edu
kdc = andrew-ad?, andrew, ad, cnu, edu
admin_server = andrew—adZ, andrew, ad,cnu, edu
) default_domain = andrew,ad,cnu, edu
AD, DEMENTIA,ORG = 1
kdz = 10,0,1,60
default_domain = ad,dementia,org

[wd realms]
ATHEMNA,HMIT,EDU = {
kdc = kerberos,mit,edu




rﬁﬁﬁ % Xterm

Rezolving www,dementia,org,,, 128,2,120,1584

Connecting to www,dementia,orgll28,2,120,1841:80,,, connected,
HTTP request zent, awaiting response, ., 200 0K

Length: 8,003 (7,8k) [text/plain]

100% [ ===================z==z=======z=======3] §,003 12,35k =
10+21+45 (12,34 KBA2) - “edu,mit,kerberoz’ saved [BO03/8003]

[valdew8:/Library/Preferences] root# vi edu,mit,Kerberos
valdevd8:/Library/Preferences] root# exit

xit

valdeviB:/Library/Preferences] shadow? kinit shadow@AD, DEMEMTIA,ORG
leaze enter the pazzword for shadow@AD,DEMENTIA,ORGY
valdevi8:/Library/Preferences] shadow? klist

erberos b ticket cache: 'API:iInitial default ccache'

efault principal: shadow@AD,DEMENTIA,ORG

alid Starting Expires Service Principal
BA14/06 10123338 0B/14/06 10342428 krbtot/AD,DEMEMTIA,ORGEAD, DEMEMTIA,ORG
renew until OB/21/706 10323138

list: No kerberoz 4 tickets in credentials cache
yaldev0d:/Library/Preferences] shadowi




ADD TO KEYFILE

e Copy the keytab you got with ktpass to
the AFS server.

e Use asetkey to add the key.



& OO N, Xterm

[waldew(8:  usrfafssbin] root# asetkey add 3 “/afz-keytab afs/adtest,dementia,org
@AD, DEMENTIA, ORG

[valdew(8: usrfafssbin] root# bos listkeys localhost

bos: no such entry (getting tickets)

boz: running unauthenticated

key 3 haz cksum 2284468697

keuyz last changed on Wed Jun 14 10:43:33 2006,

All dohe,

[waldewD2: usrFafs/bin] rooté ||




READY TO GO!

e At this point, tokens you get with aklog
are all you need.



% xXterm

[waldew(8:™] shadow? kinit shadow@AD, DEMENTIA,ORG
Pleaze enter the pazsword for shadow@AD, DEMENTIA,ORG:
[waldew(3:™] shadow? aklog adtest,dementia,org -k AD,DEMENTIA,ORG

[waldewd3:™] shadow? tokens

Tokenz held by the Cache Manager:

User's (AFS ID 100) tokens for afs@adtest,dementia,org [Expires Jun 14 12:41]

—-—End of list—
[valdewdd:™] shadows [




CONSIDER DISABLING PACS

e http:/ /support.microsoft.com/kb/
832572 / en-us
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